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Arguapbly Happy Days

follow a similar nomenclature..

But... have you heard of Q-Day”?
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What happens when quantum computers can finally crack
encryption and break into the world’s best-kept secrets? It’s

called Q-Day—the worst holiday maybe ever.

AMIT KATWALA

MAR 24, 2825 6:88 AM
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1. Challenging our confidence in certain detenses
against Q-Day, by introducing a gquantum algorithm.
2. A new, plausipbly more secure public-key
encryption to mitigate damage on Q-Day.

Paul S. Lou

Advisor & Committee Chair: Amit Sahai.
Committee: Raghu Meka, Todd Millstein, Alexander A. Sherstov.




Q-Day

the worst holiday maype ever

From Wikipedia, the free encyclopedia:

- Harvest now, decrypt later is o surveillance strategy that relies on the acquisition and

long-term storage of currently unreadable encrypted data awaiting possible breakthroughs
iNn decryption technology that would render it readable in the future - a hypothetical date

referred to as Y2Q (a reference to Y2K) or the worst holiday maybe ever.


https://en.wikipedia.org/wiki/Decryption
https://en.wikipedia.org/wiki/Y2K_problem
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The Blog of Scott Aaronson - ~

If you take nothing else from this blog: quantum computers won't 60?
solve hard problems instantly by just trying all solutions in parallel. \ e

Also lease read Zvi Mowshowitz's masterpiece on how to fix K-12 education!

Quantum fault-tolerance milestones dropping like atoms

10 September 2024

Aaronson: “Let me end by sticking my neck out. If hardware progress continues at the rate
we’'ve seen for the past year or two, then I find it hard to understand why we won't have
useful fault-tolerant QCs within the next decade. (And now to retreat my neck a bit: the “if”

clause in that sentence is important and non-removablel).”



: ' ! - - AR GLOBAL
Authors: Dr. Michele Mosca, co-Founder & CEO, evolutionQInc.  ayglution 4)

RSA-2048 |
encryption

Dr. Marco Piani, Senior Research Analyst, evolutionQ Inc.

S an
scheme

widely used today

thatis t
broken

eO

retically

Oy O

computers.

uantum

) RISK

I NS TIT

2024 OPINION-BASED ESTIMATES OF THE
v LIKELIHOOD OF A QUANTUM COMPUTER

ABLE TO BREAK RSA-2048 IN 24 HOURS,
AS FUNCTION OF TIME

100%
INTERPRETATION
OF RESPONSES
¥ optimistic

o
80% B pessimistic

17%

60%

AVERAGE LIKELIHOOD ESTIMATE

(o) ___'-____
40% 34% o LYY
0 -
20/°14%v W99
0% "5%
° By 10y 15y 20y 25y 30y

WITHIN THIS MANY YEARS FROM NOW

Average likelihood estimates for the realization of a CRQCin
the coming years, based on expert opinions Range between
average of an optimistic (top value) or pessimistic (bottom
value) of likelihood intervals indicated by the respondents.
*The 25 years timeframe was not considered explicitly.

UTE

Quantum computing
experts: Q-day may
occur In ~1o years.




The state of the post-quantum
Internet

A

- /
‘ Y The Cloudflare Blog
6 Bas Westerbaan CLOUDFLARE

At the time of 5 March 2024, less than 2% of all TLS 1.3 connections established with

Cloudflare, a major internet security company, used cryptography that was secure against

guantum computers.

25 https://www.wellsfargo.com
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wellsfargo.com

@] Connection is secure



Good News: Mitigations Against Q-Day

We are rapidly migrating to post-quantum cryptograpny

Post-quantum Cryptography: Cryptographic algorithms—usable today on normal everyday

(i.e. classical) devices—that remain secure even against guantum computers.



Good News: Mitigations Against Q-Day

We are rapidly migrating to post-quantum cryptograpny

Post-quantum Cryptography: Cryptographic algorithms—usable today on normal everyday

(i.e. classical) devices—that remain secure even against guantum computers.

What does “secure” mean?



secure—Latin securus.
From se- (‘without') + cura (‘care’)
e, carelree or free from anxiety.


https://en.wiktionary.org/wiki/securus#Latin
https://en.wiktionary.org/wiki/se-#Latin
https://en.wiktionary.org/wiki/cura#Latin

[s there cryptograpny secure
agamnst quantum computers?



[s there cryptograpny secure
agamnst quantum computers?

By the previous definition of secure as a feeling, perhaps not.

why?



[s there cryptograpny secure
agamnst quantum computers?

By the previous definition of secure as a feeling, perhaps not.

why?

(Are we not confident in our work as cryptographers?)



OW does modern cryptograpny argue
that the encryption algorithm is secure?




Cryptograpny and Computational Hardness

Symmetric-key Encryption Cryptographic Primitive

Alice and Bob share identical keys.




Cryptograpny and Computational Haraness

Symmetric-key Encryption Cryptographic Primitive

Alice and Bob share identical keys.

Assume the existence of one-way functions.

One-way Functions Hardness Assumption




Cryptograpny and Computational Haraness

Symmetric-key Encryption Cryptographic Primitive

Alice and Bob share identical keys.

Assume the existence of one-way functions.

Security Reduction: A mathematical proof that it any
adversary can pbreak the scheme, it can also invert the one-way function.
A contradiction to the one-wayness, so no such adversary can exist.

\4

One-way Functions Hardness Assumption
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One-way Functions Hardness Assumption

U_nstructured! |
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Cryptograpny and Computational Haraness

Symmetric-key Encryption Cryptographic Primitive

Alice and Bob share identical keys.

Assume the existence of one-way functions.

Believable with little to no anxiety!

One-way Functions Hardness Assumption

U_nstructured! |




Cryptograpny and Computational Haraness

Symmetric-key Encryption

Alice and Bob share identical keys.

Assume the existence of one-way functions.

Cryptographic Primitive

Security Reduction: A mathematical proof that it any

adversary can break the scheme, it can also invert tr

A contradiction to the one-wayness, so No such ac

One-way Functions

| Unstructured! |}
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Cryptograpny and Computational Haraness

Symmetric-key Encryption Cryptographic Primitive

Alice and Bob share identical keys.

Assume the existence of one-way functions.

Arguably believable with little to no anxiety!

Hardness Assumption




Cryptograpny and Computational Haraness

Minicrypt

Symmetric-key Encryption
Symmetric-key Encryption

Alice and Bob share identical keys.
Digital Signatures

Commitment Schemes

Pseudorandom Number Generators

One-way Functions



Cryptograpny and Computational Hardness

Minicrypt
Symmetric-key Encryption

[

Symmetric-key Encryption SR
4 i e |Alice and Bob share identica

/<e.

Digital Signatures

— — e

Commitment Schemes 1

|
‘N

Use symmetric-key encryption?

PeanBlorencdem:NUmber Generators it 2 ST aRg Vi el WAy Lo

One-way Functions

|

- How does Alice communicate an identical key to Bob?



Cryptograpny and Computational Haraness

@ Cryptomania

public key Public-key Encryption
['””'T‘Liyo‘?\] Alice encrypts a message under Bob's ) 8
f \ |
YUY public key, and only Bob can decrypt the
| ciphertext with his private key.
Alice

orivate key



Cryptograpny and Computational Haraness

Cryptomania

Public-key Encryption

| Solves the key-exchange problem.
| |
| But... we need to assume more than just |

| the existence of one-way functions!

Structured Hardness
Assumptions



Cryptograpny and Computational Haraness

We assume these are classically
nard to solve!

Integer Factoring, €.g. recover
p,gfromN=p-q.

Discrete Logarithm, e.g. recover x

from g* for a group generator g.

Learning with errors, €.g. recover S
from(A,A -S+e).

Solves the key-exchange pro
|

Cryptomania

Public-key Encryption

alElEn

1 .
| But... we need to assume more than just |

the existence of one-way functions!

Structured Hardness
Assumptions



Cryptograpny and Computational Haraness

Cryptomania

Public-key Encryption

Oblivious Transfer

Structured Hardness
Assumptions



Cryptograpny and Computational Haraness

Cryptomania

Public-key Encryption

Oblivious Transfer

Fully Homomorphic Encryption

S

‘Advanced |

cryptographic |}

' orimitives” |

More structure —> more useful &
more vulnerable.

Structured Hardness
Assumptions



Post-quantum Wor
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What about quantum computing?

Cryptomania

Fully

Public-key Encryption

Oblivious Transfer

omomorphic Encryption

SO

Structured Hardness

Assumptions



A Post-quantum Wor
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QUANTUM |
COMPUTER

guantum algorithms

Integer Factoring, €.g. recover
p,gfromN=p-q.

Discrete Logarithm, e.g. recover x
from g* for a group generator g.

Learning with errors, €.g. recover S
from(A,A -S+ e).

Cryptomania

Fully

Public-key Encryption

Oblivious Transfer

omomorphic Encryption

SO

Structured Hardness

Assumptions



A Post-quantum World

QUANTUM | ||
COMPUTER | | }j
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= Cryptomania
I easy quantumly

Public-key Encryption
easy quantumly

) 4 Oblivious Transter
Integer Factoring, €.g. recover /.

p,gfromN=p-q Fully Homomorphic Encryption

SO

Discrete Logarithm, €.g. recover x
from g* for a group generator g.

Structured Hardness
Assumptions



A Post-quantum World

QUANTUM | ||
COMPUTER | ||
r

|22 | :
T Cryptomania

Public-key Encryption

) 4 Oblivious Transter
Integer Factoring, €.g. recover

X X

p,gfromN=p-q. Fully Homomorphic Encryption
; %\ elg!
Discrete Logarithm, €.g. recover x
from g* for a group generator g.
Cryptosystems based on these two hardness assumptions Structured Hardness

secure much of our digital world today. Assumptions

1 — T ———————



Post-quantum Hardness Assumptions

e
P Cryptomania
Public-key Encryption
Oblivious Transfer
Noisy Linear Assumptions (NLAs), . |
&R e Fully Homomorphic Encryption
P EliE!
Isogenies

Multivariate Polynomial Systems

Structured Hardness
Assumptions



Post-quantum Hardness Assumptions

s
= Cryptomania
Public-key Encryption
Oblivious Transfter
Noisy Linear Assumptions (NLAs), . |
| Full RliGEE
e.g. LWE, LPN, McEliese Y IR e STIETYRHDY)
p SIEC)
Isogenies
Multivariate Polynomial Systems
How confident are we that these structured problems Structured Hardness

are hard for quantum computers to solve? - Assumptions

R ——



Common Beliefs apout .

TYPES OF

CRYPTOGRAPHY

QUANTUM-
BREAKABLE

RSA
encryption

A message s encryptzd using the intended
recipient’s oublic key, which the recisient
then decryp's with a private key. |he dffi-
aulty of computing the privaie key from tre
puolic key Is connectec to the hardress of
prime laclor zalion.

by Diffie-Hellman
3 key exchange

Two pertes |olntly establsh a shared secret
key over an insecure channel that -hey car
then wse fer encrypted communicatior. The
sacurivy ot tre secral key relias on ths hae-
ness of the discrete logarithm preblerr.

Elliptic curve
cryptography

Matematical propertes of eliptic carves
cre Jsed to generate public and private
kevs. The dillicully of ‘ecovaring he privale
key from the public key is e ated to the
harcness cf the e||ip‘ic curve discrete
logcrithm problam.

QUANTUM-
SECURE

lattice-based
cryptography

Security iz reated to the diﬂ:icdfy of h‘rding
*he nearest pont in ¢ latize with nundreds
of sparial dimensions [where the lattice
ooint is associated witn the private key),
given an arbitray location In space
wssucded wih lhe public key).

Code-based
cryplog rophy

The private key Is cssoclated with an
ermorcorecing ccde cnd the puklic <ey
with a scramoled and erroncous version of

*he code. Securty is based or the hard-

ness of decadng a geneal irea- coce.

Multivariate
cryptography

Ihese schemas rey on the nardness of

solving systems of multivariate oolyncmial
equalions

Post-quantum Cryptograpny

Olena Shmahalo/Quanta Magazine
September 8, 2015
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Beliefs about .

Ccommon .

Types of Cryptography

Most cryptographic schemes rely on hard math problems that become easy to solve only if you have access
to certain information. Here are the main systems used today, and some contenders for systems that will
remain safe from quantum computers:

NOT QUANTUM SAFE

RSA encryption

The hard problem:

Fac

toring large integers

into prime numbers

Diffie-Hellman

log,

for

on

key exchange
Solving g mod p = ¢

0111
0001

a, given g, p and ¢

T Elliptic curve
cryptography
Finding the relation
h between two points

an elliptic curve

QUANTUM SAFE

Lattice-based crypto
Finding the nearest point
in a high-dimensional
lattice

Code-based crypto
Decoding a certain kind
of error-correcting code

Hash-based crypto
Inverting a function that
maps an input of arbitrary
length to a fixed-length
sequence

| QUANTUM SAFE? |

!

One scheme broken
February 2022
Solving systems

Isogeny-based

B uly 2022

relates two elliptic

curves

~ Multivariate |

of nonlinear equations

in many variables |

| One scheme broken |

Finding o W

|

Merrill Sherma

——

—— e -

Post-quantum Cryptograpny

| | uomto Magazine
| August 24, 2022 |




Common Beliefs apout Post-quantum Cryptography

‘Post-Quantum’ Cryptography Scheme Is
Cracked on a Laptop

Tvpes Of Crvp.l.ogrqphv » Two researchers have broken an encryption protocol that many saw as a

promising defense against the power of quantum computing.

Breaking Rainbow Takes a Weekend on a Laptop | math problems that
1 systems used today, and some contenders tor systems that will

Ward Beullens

IBM Research, Zurich, Switzerland
wbe@zurich.ibm.com

INTUM SAFE

* Multivariate o
One scheme broken

.f (x} February 2022

Lattice-based crypto

Abstract. This work introduces new key recovery attacks against the
Rainbow signature scheme, which is one of the three finalist signature
schemes still in the NIST Post-Quantum Cryptography standardization in a high-dimensional
project. The new attacks outperform previously known attacks for all the

Finding the nearest point

parameter sets submitted to NIST and make a key-recovery practical for lattice SOIVing systems
the SL. 1 parameters. Concretely, given a Rainbow public key for the of nonlinear equations |
SL 1 parameters of the second-round submission, our attack returns the .
corresponding secret key after on average 53 hours (one weekend) of ny variables |
computation time on a standard laptop. l l Code-based crypto S —
ﬂ@]_ Decoding a certain kind
for a. siven e @ of error-correcting code
r 8 & P Isogeny -based
cryptography
1 Elliptic curve Hash-based crypto | One scheme broken |
5 cryptography Inverting a function that July 2022 |
Finding the relation maps an input of arbitrary ./ Finding a map that
v between two points length to a fixed-length relates two elliptic

uomto Magazine

Merrill Sherma

on an elliptic curve sequence curves




This Thesis:

Reexamining Current .

Types of Cryptography

Most cryptographic schemes rely on hard math problems that become easy to solve only if you have access
to certain information. Here are the main systems used today, and some contenders for systems that will
remain safe from quantum computers:

NOT QUANTUM SAFE

log,

RSA encryption
The hard problem:
Factoring large integers

into prime numbers

Diffie-Hellman

key exchange
Solving g mod p = ¢
for a, given g, p and ¢

Elliptic curve
cryptography
Finding the relation
between two points
on an elliptic curve

QUANTUM SAFE Partll.

Lattice-based crypto
Finding the nearest point

in a high-dimensional |
NLAs|

@ l l l Code-based crypto

|
l@@@l Decoding a certain kind
| of error-correcting code

lattice

Inverting a function that

maps an input of arbitrary
length to a fixed-length
sequence

QUANTUM SAFE?

Partl.

February 2022
Solving systems

of nonlinear equations |

in many variables

Isogeny -based
cryptography

One scheme broken
July 2022

Finding a map that
relates two elliptic

curves

Beliefs about Post-quantum Cryptography

Merrill Sherman/Quanta Magazine

August 24, 2022



T'his Thesis

Challenging Two Beliets about Post-quantum Hardness

1. Multivariate cryptography is currently believed post-guantum but nearly all cryptanalysis
results are classical. Should we be more skeptical?

We give the first evidence for the existence of classically hard-to-solve, yet quantumly
easy-to-solve multivariate polynomial systems.



NLAS

NLAs are the most reliable and widely studied assumptions believed to be quantum secure.

SelectedAIgorithms for KEM |
|

'« CRYSTALS-Kyber (2022), FIPS 203.
- [Lattice-based].

NIST Post—qﬁanium Cryptography Standardizaio;
Competition Round 3 Finalists for Key-Encapsulation
| Mechanism (KEM):

- NTRU [Lattice-based].
- HQC (2025), FIPS coming soon.

ALL of these practical schemes are
NLA-based.

E— —

Round 4 Submissions for KEM:

i
’l

-« BIKE [Code-based].
| Moreover, almost all advanced cryptographic

orimitives are based on two NLAs — LWE and LPN.




T'his Thesis

Challenging Two Beliets about Post-quantum Hardness

1. Multivariate cryptography is currently believed post-guantum but nearly all cryptanalysis
results are classical. Should we be more skeptical?

We give the first evidence for the existence of classically hard-to-solve, yet quantumly
easy-to-solve multivariate polynomial systems.

2. In a world where both LWE and Alekhnovich LPN are (quantumly or classically) broken, can
we still build public-key encryption (PKE) from NLAS?

We introduce two new NLAs, and show that in such a world, we can still obtain secure
PKE.



Part I: A Quantum Algorithm for
Multivariate Polynomial Systems

Based on joint work with Pierre Briaud, Ital Dinur, Riddhi Ghosal, Aayush Jain & Amit Ssahal.




Multivariate Polynomial Systems

x1+xZ+X3 +X1X31 =O | |
is a degree 3 polynomial system
X1 + XB = 0 P, |

Example: {

that has m = 2 equations over n = 3 variables, and [,-solutions given by {(1,0,1), (0,1,0)}.
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x1+xZ+X3 +X1X31 =O | |
is a degree 3 polynomial system
X1 + XB = 0 P, |

Example: {

that has m = 2 equations over n = 3 variables, and [,-solutions given by {(1,0,1), (0,1,0)}.

Uniform Random Polynomial Systems:

For every monomial Hxl-, for§ C [n] = {1,2,...,n}, sample a random coefficient from [,

€5



Multivariate Polynomial Systems

xl —+ .XZ -+ .X3 -+ X1X3

+1=0
) is a degree 3 polynomial system

Example: {

that has m = 2 equations over n = 3 variables, and [,-solutions given by {(1,0,1), (0,1,0)}.

Uniform Random Polynomial Systems:

For every monomial Hxl-, for§ C [n] = {1,2,...,n}, sample a random coefficient from [,

€5

However, existing cryptographic schemes use structured systems, i.e. less secure.



Cryptograpny

Based on Multivariate

Polynomials

An Example — O1l & Vinegar Signature scheme ..«

. We have n = 2k variables, and m = k degree-2 equations over [ for k, g € N. These

equations are structured, i.e. each quadratic equation has coefficient matrix of the form:

A 2 (O Al) [|:2k><2k
Az A3

ec.9. XT (O 1) X = 3)61)62 —+ 2.X22

2 3



Cryptograpny

Based on Multivariate

Polynomials

An Example — O1l & Vinegar Signature scheme ..«

. We have n = 2k variables, and m = k degree-2 equations over [ for k, g € N. These

equations are structured, i.e. each quadratic equation has coefficient matrix of the form:

0 A,
A = [I:ka2k
(4. &)

ec.9. XT (O 1) X = 3)61)62 —+ 2.X22

2 3

Observe it we assign a value to x,, then the resulting polynomial is linear in x;.



Cryptography Based on Multivariate Polynomials

An Example — O1l & Vinegar Signature scheme ..«

. We have n = 2k variables, and m = k degree-2 equations over [Fq fork,qg € N. These
equations are structured, i.e. each quadratic equation has coefficient matrix of the form:

A 2 (O Al) [|:2k><2k
Az A3

. Sample a random invertible linear transformation T : [F%]k — [F?]k as the private signing key.

- Publish as the public verification key, all the transformed coefficient matrices:

(TTAT},,,
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An Example — Oil & Vinegar Signature Scheme .
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. Sample a random invertible linear transformation T : [F%]k — [F%]k as the private signing key.

- Publish as the public verification key, all the transformed coefficient matrices:

:
(TTAT};,



Cryptography Based on Multivariate Polynomials

An Example — O1l & Vinegar Signature scheme ..«

This system is far from random. Indeed, there is existing cryptanalysis that
enables efficiently forging signatures (xipnis, shamir 9gl.

— ——

- Publish as the public verification key, all the transformed coefficient matrices:

(TTAT},,



Cryptography Based on Multivariate Polynomials

An Example — O1l & Vinegar Signature scheme ..«

However, there are parameters for which the known classical attacks fail.
No known quantum attacks.

— ——

- Publish as the public verification key, all the transformed coefficient matrices:

(TTAT},,
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An Example — O1l & Vinegar Signature scheme ..«
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mes that this dis

systems Is quar
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secure. Why?

‘ribution of underdetermined

- Publish as the public verification key, all the transformed coefficient matrices:

(TTAT},,



Cryptography Based on Multivariate Polynomials

An Example — O1l & Vinegar Signature scheme ..«

INn October 2024, UOV was selected as one of the Round-2 candidates of the
Additional Digital Signature Schemes for the Post-Quantum Cryptography
Standardization Process.



https://csrc.nist.gov/Projects/pqc-dig-sig/round-2-additional-signatures

I )

Our Work: Challenging this Beliel

We should be more skepticall

- We construct a candidate distribution of underdetermined multivariate polynomial systems

over ”:2 that is plousibly C‘CISSiCCIHy hard (for the same reasons our community uses to argue that other structured
assumptions are hard), Yet we give an efficient guantum algorithm solving it.

- Algorithmically exciting!

. Existing quantum algorithms for algebraic problems largely exploit periodicity. However,
Nno obvious periodic structure in multivariate polynomial systems, nor do we find any.

- We use structural properties about the Fourier spectrum related to the distribution of roots.



Our Polynomia

ovystem

. Fix d > 3.Total of n> variables, organized into n? blocks of n variables.

2

1. Degree d constraints: Saomple n- many random at most degree d polynomials, {pi}ie[,ﬂ], each

on a disjoint block of variables.

2. Linear constraints: o Generalized Reed-Solomon parity-check matrix over the field extension [,:
H e ”:(l—a)nZan PN ﬁ = [I:(l—oz)n3><n3
o 2 |

H-x=0



Our Polynomial System

. Fix d > 3.Total of n> variables, organized into n? blocks of n variables.

2

1. Degree d constraints: Saomple n- many random at most degree d polynomials, {pi}ie[,ﬂ], each

on a disjoint block of variables.

2. Linear constraints: o Generalized Reed-Solomon parity-check matrix over the field extension [,:

Each linear constraint allows

(1—a)n*xn’* | . IOI (1—a)n’xn’
H & ”:2n < He [Fz | backsubstitution for 1 variable.

H-x=0. |
0 Post-substitution, the degree d

3

constraints are in an> variables.
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. Fix d > 3.Total of n° variables, organized into n” blocks of n variables.

2

1. Degree d constraints: Saomple n- many random at most degree d polynomials, {pi}ie[nz], each

on a disjoint block of variables.

2. Linear constraints: o Generalized Reed-Solomon parity-check matrix over the field extension [,:

FEach linear constraint allows

2 2 —— 3 3
H ”:(l—a)n XN PN H [I:(l—a)n Xn | | | |
< on = 2 backsubstitution for 1 variable.
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0 Post-substitution, the degree d
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constraints are in an> variables.
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xel"

V(x)|*
observes X with probability | V(x) \2 where V : {0,1}" — C. Vx|
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$) = ) V(x)-|x)

xelF
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D (V- W) - | x).

xecY



['he Yamakawa-Zhandry Algorithmic Framework

Yamakawa-Zhandry 22, Regev 05

- A standard measurement of a quantum state

$) = ) V(x)-|x)

2
V(x
observes X with probability | V() |* where V : {0,1}" — C. [ V(X))
- Define
‘W>=ZW(Y)°\Y>. X O 1 2 3 4 5 6 7 8 9 10 M 12 13 14 15
yeF"

- Using | ¢), | ), can we produce their coordinate-wise product? i.e. Their tensor contains undesired cross-terms:

PYlyy= Y VEOWE)-|x)y)

D (V- W) - | x).

x,yeF"
xcF"



The Coordinate-wise Product

. Let | ¢@) be a uniform superposition over all codewords of the Generalized Reed-Solomon Code, so measuring this
state results in a uniform random codeword, i.e.

| ) = Z V(X) - | x), where V(X) = {1/ €] XEC,
xeF 0 x & C

| V(x) |

X o 1 2 3 4 5 6 7 8 9 10 NN 12 183 14 15



The Coordinate-wise Product

. Let |y) be a uniform superposition over all the roots of the degree d constraints, so measuring this state results in o
2

n
uniform solution to the n? many polynomials p; defined on disjoint variables. ie. |y) = ® | ;) where for i € [nz]
i=1

1/\/‘Ri‘ piy) = O.

0 O.W.

w) = D Wy) - |y) where W(y) = {

(S

| Wi(x) |

X O 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15



The Coordinate-wise Product

. Solving the polynomial system defined by the code constraint H - x = 0 and the random degree d polynomial

system on disjoint variable blocks, {p; } e, is exactly finding an X such that V(x) # 0 AND W(x) # 0.

- Therefore, measuring the coordinate-wise product always gives us a solution to the polynomial system.

| V(x) |

O

1

2

3 4 5 6 7/

g 9 10 1 12 13 14 15

| W(x) |

c /7 8 9 10 M 12 13 14 15



The Coordinate-wise Product

. Solving the polynomial system defined by the code constraint H - x = 0 and the random degree d polynomial
system on disjoint variable blocks, {p; } e, is exactly finding an X such that V(x) # 0 AND W(x) # 0.

- Therefore, measuring the coordinate-wise product always gives us a solution to the polynomial system.

(V- W)(x)|°

X O 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
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‘nmic

['he Yamakawa-Zhandry Algori

| Yamakawa-Zhandry 22, Regev 05]

. Define| ) = QFT | ), | ) = QFT |w), so that

[P) iy = ) VW) - [x)y)

x,yeF"

- Apply a unitary addition to add the first register into the second register.

Ul ) 1) = ) VW) - |x)|x +y)

x,yeF"

o Wishful thinking: It we could uncompute the first register, the resulting state would be

D (VEW)(@)|z) =QFT ) (V- W)(@)|z)

zelN zeFN

from which we could obtain our desired coordinate-wise product state by inverting

the QFT.
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. Define| ) = QFT | ), | ) = QFT |w), so that

[P) iy = ) VW) - [x)y)
x.yeF" Main Question:

- Apply a unitary addition to add the first register into the second register. ow do you uncompute
' the first register?

T— ——

Ual D) 1) = ) VOW(y)

x,yeF"

W 0

a\’\' ¥ ‘ >
A

= v 4

N\
:?( L\

o Wishful thinking: It we could uncompute the first register, the resulting state would be

D (VEW)(@)|z) =QFT ) (V- W)(@)|z)

zelN zeFN

from which we could obtain our desired coordinate-wise product state by inverting the QFT.



['he Yamakawa-Zhandry Algorithmic Framework

| Yamakawa-Zhandry 22, Regev 05]

. Define| ) = QFT | ), | ) = QFT |w), so that

[P) iy = ) VW) - [x)y)
x.yeF" Main Question:

- Apply a unitary addition to add the first register into the second register. ow do you uncompute
the first register?

T— —

Uadd ‘ 4/5) ‘I/AI> — Z "7 (X)W(y) /

y Ny ==

 Wishful thinking: If we could uncompute the first register, the resulting state would be YZ'22: [reat y as noise
PR - o and decode a noisy
7)|z) = - Z)|z
2 (V*Wi@|z) = QFT ), (V- W)@ |2) codeword.
zelF zeFY — —

from which we could obtain our desired coordinate-wise product state by inverting the QFT.



The Quantum Algorithm

1. Prepare uniform superposition over codewords | ¢p) = Z V(X) - | x) and over roots of
xeF"

each polynomial |y;) = Z W(y) - |y) fori € [n?].Let |y) = @, |w;).
yelr;

2. Compute ((1 X QFT_l) © UDecode ° Uadd> (QFT| ¢> ® QFT | W>)

3. Measure the second register and output the observation.



Two Technical Challenges

We have that

(Ubecode ® Uaga) (QFT [) @ QFT|y)) = ) V(x)W(y) - | x — Decodecu(x +y)) |x +y)

x,yeF"

The crux:

D> VW) - [0)|x+y)

x,y, decodable

~=[0)@QFT ) (V- W)@)|z)

zelFN

1. For what error distributions can we uniquely decode?

2. What error distribution is induced by a uniform distribution over the root set of multivariate polynomials over disjoint variables?



Two Technical Challenges

We have that
(Ubecode ® Uaga) (QFT [) @ QFT|y)) = ) V(x)W(y) - | x — Decodecu(x +y)) |x +y)
x,yeF"

The crux: .e. decoding almost always succeeds!

D> VW) - [0)|x+y)

x,y, decodable

~=[0)@QFT ) (V- W)@)|z)

zelFN

1. For what error distributions can we uniquely decode?

2. What error distribution is induced by a uniform distribution over the root set of multivariate polynomials over disjoint variables?



1. Uniguely Decodable Error Distripbutions

YZ'22: Burst error distributions with the following property are uniquely decodable:

e, €, e, €,

foralli € [n?], e = {

0 w.p. 1/2
Unif(F5\0) wp. 1/2

Our work: Extends to burst error distributions where blocks 0 are probability 1/2, and have

Q(n)

probability mass 27" on any point in F;\{0}.
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. Distribution Induced by -

Root Sets are Uniquely Decodable

[y = Y Wiy) - |y) where Wi(y) = {”\/‘Ri‘ Py) =0

yer;

0 OW.

h//\/z> — Z Wl()’) ° \y) where Wl(y) —_— 2—n/2 . 2 VVz(y) . (_ 1)y-z.

yeR;

zel



_Distribution Induced by Root Sets are Unigquely Decodable

[y = Y Wiy) - |y) where Wi(y) = {”\/‘Ri‘ Py) =0

yelRs 0 O.W.

h//\/z> — Z Wl()’) ° \y) where Wl(y) —_— 2—n/2 . 2 VVz(y) . (_ 1)y-z.

(S 2€F

What is the distribution over [ defined by the probability mass function: E,, lHVAVl( | )Hzl ?




. Distribution Induced by Root Sets are Uniquely

Decodable

lw)y = ), Wily) - |y) where W(y) = {”WRZ" Piy) =0

yeR;

0 OW.

;) = Z W(y) - |y) where W(y) = 272 Z W(y) - (—1)¥*

yeR,

Fasy observation: I

Pi

z€F

PRI, 11
WO =27"-F, |R,| ==

PQ 9)

Due to the 1-wise independence of random inhomogeneous degree d polynomials.
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. Distribution Induced by -

ANZOTRE

Root Sets are Uniquely Decodable

1

— (Property 1)
2

Forally € F5\ {0}, n > 10, we can show that

=, [IW @] <2772 eroperty 2)

2-wise independence of random inhomogeneous degree d polynomials => Property 2.

.. Any 2-wise independent distribution on F,[x, ..., x, | gives the above distribution.



Part | Recap:

Classically Hard Systems Can be Quantumly Easy

. Prior to our work, no known polynomial-time quantum algorithms for conjectured classically hara
multivariate polynomial systems.

- Our guantum algorithm applies generally to any structured polynomial system with
1. Variable-disjoint constraints from shift-invariant, 2-wise independent distributions.

7. Reed-Solomon code constraints.

Exciting Open Direction:
Alternative methods to uncompute the first register would extend algorithmic
approach to other polynomial distributions.




Part II: Public-key Encryption from New
Noisy Linear Algepralic Assumptions

Based on joint work with Riddhi Ghosal, Aayush Jain, Amit Sahai & Neekon Vafa.
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(LPN): large error



Noisy Linear Algepraic Assumptions

A A — e
Y
| | Unitorm Uniform small error
Learning with Errors (LWE) over [F’Z;X” over [FZ (Discrete Gaussian)
Learning Parity with Noise B B Sparse,
(LPN): large error

p-sparse means p probability of a non-zero entry. Sparsity is
oarameterized by the secret dimension. In the primal, this is n.

T— —




inear A

Noisy .

Learning with Errors (LWE):

Learning Parity w
(LPN):

\) (Special case of LPN)
Alekhnovich LPN:

gebraic Assumptions

A A — e
Y,
Uniform Uniform Small error
over [F’Z;X” over [Fg (Discrete Gaussian)
ith Noise B B Sparse,
large error

— n=0> -sparse



Noisy Linear Algepraic Assumptions

S
A A — e
Y
S U o Uniform
Learning with Errors (LWE): implies PKE
Learning Parity with Noise | Alekhnovich Barrier: LPN not known to

(LPN): —0.5+¢

imply PKE for n

-sparsity for e > 0.

\) Speomlccuseo LPN)

* |

,,

’ |

A\ekhnowch LPN; Implies PKE ]




Our Work: Learning with Two
- and Alekhnovich LPN

Beyond LWE

Errors (LW2.
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small sparse
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- Provably at least as hard as LWE and LPN!

. Error is neither small nor sparse—intuitively harder!
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Our Work: Learning with Two Errors (LW2.
Beyond LWE and Alekhnovich LPN

small sparse

T— TN T— —

- Provably at least as hard as LWE and LPN!

. Error is neither small nor sparse—intuitively harder!

s this useful for public-key cryptography”

T— —



Our Work

We introduce the Learning with Two Errors (LW2E) assumption and the Inhomogeneous
Short and Sparse Integer Solution (ISSIS) assumption.

Main result:

- We give evidence that LW2E and ISSIS—in a range of parameters that imply public-key
encryption (PKE)—remain secure even it LWE and Alekhnovich LPN are broken.

- For these parameters conjecturably neither are lattice problems.
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Bob receives:

General Template

(cty,ctyh) E [Fg X[,

- o F
J.\" L)
-Ll' ~
4

Alice if x = 0, ciphertextis (W, u,) < [Fz X [Fq

0 Rob @
r & 101 if x = 1, ciphertextis (r' - A, r' - b) € R, X I,
orivate key
s €

wherer «<¢ Do
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Bob receives:
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To decrypt, Bob computes:

-
cty—ct, -sel,

if x = 0, uniform (large)
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General Template tor PKE from NLAS

To decrypt, Bob computes: In the case of LWE, smalll.

ct,—ct/ -se€F,
In the case of LPN, when the sparsity of

@ —0.5
fx=1r'"-e (small I

if x = 0, uniform (large)

isn~ " -sparse, then 0.

error

|
-




Can we get PKE from LW2E from
the same construction template?
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Correctness’?
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Correctness’?
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PKE from LW2.

To decrypt, Bob computes:

ct,—ct/ -se€F,
if x = 0, uniform (large)

it x = l,l'T- (el +62)Wherel'= 1'1 +l‘2 (—$ 9

Correctness’?

error:
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PKE from LW2.

To decrypt, Bob computes:

ct,—ct/ -se€F,
if x = 0, uniform (large)

it x = l,l'T- (el +62)Wherel'= 1'1 +l‘2 (—$ 9

Correctness’?

error:




To decrypt, Bob computes:
T
cty—ct, -sel,

if x = 0, uniform (large)

it x = l,l'T- (el +62)Wherel'= 1'1 +l‘2 (—$ 9

error:

— large
thecaseof x = 0

PKE trom LW2E—Correctness?

Not distinguishable from
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PKE from LW2E—A Fix

if x = 0, uniform (large) Recall: m = O(n). \

: _ T
HC.X — 1, r - (el + 62) where r (—$ @small&sparse
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if x = 0, uniform (large)
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if x = 0, uniform (large)

fx=1r"-(e;+e,) wherer —¢ 9D

E?CO\\: m = O(I’ll

small&sparse

-—Correctness Explol

S ASsymme

Probability of being 0 is roughly
(1 —n%"" ne™

l—y—o

For correctness, want this to be
non-negligible, ie.y +0 > 1.
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by LW2E

(A,b=A-s+e +e,r -Ar'-b)

where r —q

- —oECUrity”

),

small&sparse

vorid1: (A,u,r' - A,r' -u)

where r «¢ Y
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Adversary’s view

whenx = 1
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PKE from LW2E—Security?

(A,b ZA-s+ €, + 6, r'. A, r'- b) Adversary’s view

where r s @small&sparse whenx =1

T— —

by LW2E

vorid1: (A,u,r' - A,r' -u)
where r <¢

small&sparse

Can we apply the Leftover Hash Lemma?

< Hybrid 2: (A, a, u, '), i.e. uniform random field elements.



<E from LW2E—Security?

BECO”: m = O(Q

Hybrld 1: (Aa u, rT ) A9 rT ) u) HYbrld 2: (A, U, ﬁ, I/l/)

where I $ gsmall&sparse Ly




PKE from LW2E—Security?

where r N @small&sparse

m .
Amount of entropy in r: log (( ) B™ 5) bits.
mn=—o

LHL needs the entropy to be greater than nlog g.
However, this is not possible when m = O(n).

No known setting of 771, 0, y beyond the Alekhnovich barrier such that
correctness holds and security holds via LW2E alone.
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How do we get security?




[Nnhomogeneous short and Sparse Integer Solution (ISSIS) Proplem
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(A,b ZA-s+ €, + 6, r'. A, r'- b) Adversary’s view

where r s @small&sparse whenx =1

TIR— —

by LW2E

vorid1: (A,u,r' - A,r' -u)
where r <¢

small&sparse

Hybrid 2: (A, w, i, u"), i.e. uniform random field elements.
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trom LW2E & ISSIs—Security

(A,b2A-s+ € + 6, r'-A,r' -b) Adversary’s view
where I «¢ D maiigsparse ~ whenx=1
by LW2E
vorid1: (A,u,r' - A,r' -u)
where r «—¢ @Sma”&sparse.
by ISSIS

Hybrid 2: (A, w, i, u"), i.e. uniform random field elements.
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[ool

S & LWE andad Lattice Assumptions

Can we separate ISSIS from LWE and lattice assumptions?

NoO.

In general, it is not known how to obtain formal separations between assumptions

without proving P % NP.

What can we show?



[ool

S & LWE and Lattice Assumptions

Reduces via noise smudging (requires superpoly g).

ISSIS = LWSSE — L WE
/ﬁ = \/n

\a

B-CVP
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S & LWE and Lattice Assumptions

Parameter Setting: Secret dim. n, #samples m = 20n,

12 0.6 0.1

modulus g = n <, smallness bound & = n™°, sparsity n~
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> & LWE and .

_attice Assumptions

Parameter Setting: Secret dim. n, #samples m = 20n,

modulus g = n'?

, smallness bound & = n

0.6 0.1

, sparsity n-—

T—

ISSIS = LWSSE

tanda

10

eq fai

(e

S |

paramete

eduction \
N this

" setting.

B-CVP

—

Intuitively: In the total SIS regime, i.e.
there are many short vectors which

are not sparse. The f-CVP oracle is
blind to sparseness.
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Recap:

Reexamining Our Detenses Against the Worst Holiday Maybe Ever

Part I. We challenge the belief that classically secure underdetermined multivariate
oolynomial systems should be believed to be guantum secure.

We give the first evidence of a classically hard, guantumly easy multivariate system & show
new applications of the YZ22 framework.

Part Il. We give a plan-B for NLAs in the case of a catastrophic break of LWE and Alekhnovich
LPN.

We give new NLAs that imply PKE and remain plausibly secure in a world where two of the
orincipal lattice-based and random-code based assumptions are broken.




